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Manual compiled for 

PencilBox version 9.02.0006
STEP 1: CREATE AN SA PASSWORD
Every PencilBox database is created with a default user name of SA, which is an abbreviation for System Administrator.

The SA username is unique in the following respects:

· It cannot be deleted 

· When logged into PencilBox as SA, the user is able to view and amend his/her own rights.
To take advantage of the many User security aspects of PencilBox, it is essential that access to the SA username is restricted. A password needs to be allocated to the SA username, and a reliable record of the password needs to be maintained by the person appointed as the database administrator.

To add an SA password follow these three steps:

1. Go to General / Maintenance / Users.

2. Select the username SA in the long box down the left of the screen, and add a password to the password box in the centre of the screen. Note that the password is case sensitive.

3. Re-enter the password in the next box to confirm it is correctly entered, and save your changes.

The changes will not save if the Password is not entered the same in the two boxes.

STEP 2: CREATE USER LOGIN NAMES
To avoid users from using the SA login, they must each have their own login names. Create these through the following steps:

1. Go to General / Maintenance / Users.

2. Click the Add button

3. Enter a login name (this can be a maximum of 30 characters), and fill the First name, Surname, Passwords and Extension boxes with appropriate data. With exception of the login name and password fields, these other text fields are for reference purposes only.

ALLOCATE  USER  RIGHTS

Notice the large colourful box of user rights in the lower part of the screen.

Each of the menu items of PencilBox are reflected in this box of rights. 

The main menus (first level) such as File, General, Debtors, Marks etc are reflected as pink lines. The second level menus are reflected as green lines, while the third level menus are yellow lines.

Every item begins with a grey tick box for turning access rights on or off.

Many of the items include Update and Super rights tick boxes. These update and super rights boxes are accompanied by a little red dot. Hover your mouse arrow over the little red dot to bring up a box that explains which rights are enabled by ticking the respective box.
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Super flag 
Allocate rights to the respective usernames as required.  (See the table below for the effect of giving Update or Super rights to the General module, and the Marks Security mini-manual for the Marks Module.)
Notice that if you tick an access rights box for a pink line (first level menu), then all sub-items are automatically ticked.

When a user has logged on with various rights enabled / disabled, the menu’s to which they do not have access will be greyed-out.
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General Rights

	Code
	Description
	Update
	Super

	GF
	Family / Parents / Learners
	Allows updating of information.
	Allows direct access to bad flags on Parent tab.

	GM
	Staff Members
	Allows updating of information other than date left.
	Allows adding , changing and making leavers.

	GO
	Co-Curricular Activities
	 
	 

	GOL
	Learner Activities
	Allows updating of information.
	 

	GOS
	Staff Activities
	 
	 

	GOT
	Teams
	 
	 

	GOB
	Bulk
	 
	 

	GA
	Attendance Register
	Allows updating of information.
	 

	GC
	Code Of Conduct
	 
	 

	GCL
	By Learner
	Allows updating of information.
	Allows override of points when adding an entry.

	GCC
	By Class
	 
	Allows override of points when adding an entry.

	GCB
	Bulk
	 
	Allows override of points when adding an entry.

	GQ
	Quick Checks
	 
	 

	GS
	Special Functions
	 
	 

	GSS
	Setup next year
	 
	 

	GSY
	Setup last year
	 
	 

	GSM
	Mass Leavers
	 
	 

	GSP
	Picture Allocation
	 
	 

	GSR
	Register Class Setup
	 
	 

	GSE
	Learner Grouping Setup
	 
	 

	GSG
	Grade Change
	 
	 

	GSL
	Learner export to Excel
	 
	Allows access to Parent Fields.

	GSF
	Staff export to Excel
	 
	 

	GSW
	Wait list export to Excel
	 
	 

	GSB
	Email/SMS browser
	 
	 

	GSI
	Data Importer
	 
	 

	GSU
	Update / Repair Tool
	 
	 


	GI
	SMS  EMail
	 
	 

	GIB
	Bulk EMail / SMS
	 
	Allows access to users’ campuses.
Allows sending of mail to corrected addresses.
Allows access to sender box.

	GIA
	Attendance register
	 
	 

	GIT
	Batch based
	 
	 

	GIC
	Code of Conduct
	 
	 

	GIV
	Overdue account notice
	 
	 

	GII
	Birthday SMS
	 
	 

	GIO
	Once off SMS
	Allows changing of cell number.
	 

	GIF
	SMS Viewer
	 
	Grants access to view all SMS.

	GR
	Reports
	 
	 

	GRS
	Standard Reports
	 
	 

	GRA
	Additional Reports
	 
	 

	GT
	Maintenance
	 
	 

	GTF
	Additional Fields
	 
	 

	GTA
	Age Groups
	 
	 

	GTT
	Tables (Race, Disability  Language)
	 
	 

	GTL
	Learner Grouping
	 
	 

	GTV
	Co-Curricular Activities
	 
	 

	GTP
	SMS/Telephone Setup
	 
	 

	GTM
	EMail / SMS Types
	 
	 

	GTI
	Institution / Campus
	 
	 

	GTH
	Learning Phases
	 
	 

	GTG
	Grades / Register Classes
	 
	Allows moving of classes between campuses.

	GTR
	Attendance Reason Codes
	 
	 

	GTC
	Code of Conduct Codes
	 
	 

	GTN
	Notebook Categories
	 
	 

	GTD
	Staff Divisions
	 
	 

	GTO
	Control Codes
	 
	 

	GTY
	Years
	Allows access to change calendar.
	Allows adding, deleting of years.
Allows access to set as current button.

	GTU
	Users
	 
	Allows access to profiles.
Allows access to Who button.


 The other controls on the Users screen are explained in the table below:
	Buttons
	Inactivate
	De-activates a user login. If the login name is used, a message box appears saying “User not found”.

	
	Clear
	Clears the default settings throughout the various PencilBox screens for the respective user name.

	
	Who
	This function is only available for SQL Server databases – This brings up a box that displays which users and other actions are currently active on the database.

	
	Subjects
	Generates a box displaying which Campus/Grades/Subject Classes are allocated to the staff member to which the user name is connected (see Step 3 below). A cycle needs to be set as current.

	Tick boxes
	Delayed Updates
	This function is only available for SQL Server databases – Data updates are stored in the workstation’s temporary memory until these can be saved on the database.

	
	Live Pastel Link
	Enables the Pastel interface within the Debtors module for the respective user.

	
	Pastel Exporter
	

	
	Enable Mark Views
	Adds a View column to the Markbook to enable the creation of views within that markbook.

	
	Time Table Importer
	Enables a Timetable interface within the Marks module for the respective user.

	
	Bypass Shutdown
	If a time interval has been set for the Auto-shutdown function in General / Maintenance / Control Codes, then this tick box will bypass that setting for the respective user.

	
	Enable Waitlist
	Enables access to Waitlist within the Family / Parent / Learner screen for the respective user.

	
	Reminders
	

	
	Alumni User
	Enables access to the additional Alumni Programme.

	
	Awards User
	Enables access to the additional Awards Programme.

	Listbox
	Email via Outlook
	Will enable sending of emails via Outlook (Microsoft Office) for the respective user. This function will cause Outlook to query every email sent via the various email tools of PencilBox.

	
	Email via Redemption
	Will enable sending of emails via Outlook (Microsoft Office) for the respective user. This function will instruct Outlook to accept (without query) every email sent via the various email tools of PencilBox.

	
	Email via SMTP
	Enables sending of emails via either the school’s internal server or an external server held at the Internet Service Provider, instead of making use of Microsoft Outlook.

	
	Email using SchoolTools
	

	
	SMS
	Enables user access to the SMS tools within PencilBox.

	Advanced tick boxes
	Use Enhanced Security
	This function is only available for SQL Server databases – If this box is ticked, then the users login name must match their windows network login name.

	
	Use Marks Security
	Enables Marks Security as described later in this document.


LINK USERNAMES TO STAFF DETAILS
1. Go to General / Staff Members
2. Select a staff member’s name who has a user login name created

3. Using the Marks User dropdown list, select that staff members login name.
When that user logs in, they will be able to select File / Update My Information (the user must have rights to update my information.)
This will open the Staff members screen with their details showing and enable the details to be updated.

STEP 3: CREATE USER PROFILES
1. Go to General / Maintenance / Users 

2. Select the Profiles option button in the upper left of the screen.

3. Click the Add button

4. Enter a Profile name in the upper centre of the screen

Examples of Profiles might be: Administration Staff, Finance Staff, Teachers, Heads of Department, Advanced Users, etc. 

5. Set the default user rights to be applied to a profile

6. Tick which Years of data, the users that will be allocated to a profile, will be allowed access to. Note that if no campus is ticked, the users will not see any data at all.
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7. Tick which campus the users that will be allocated to a profile will be allowed access to. Note that if no campus is ticked, the users will not see any data at all.

8. If applicable tick the following: 
9. User login names must then be linked to the created Profiles on the Users screen.

User rights specified in the Users screen will over-ride whatever Access / Update / Super rights are allocated on the Profiles screen.
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STEP 4: ENABLE USE OF PROFILES
1. Go to General / Maintenance / Control Codes

2. Tick the User Profiles box
It is necessary to shutdown PencilBox and log in again to see the effects of enabling Profiles.
STEP 5: ADDITIONAL FIELDS ACCESS & UPDATE
Once Profiles have been enabled, it becomes possible to give users the ability to view but not update certain additional fields in the Family / Parents / Learners screen or Staff screen and to view and update others.

1. The Profile Access screen only becomes available if the user logging on to PencilBox has been allocated to a Profile and has access to General / Maintenance / Additional Fields.   It is therefore useful to create an SA1 Profile with full rights to PencilBox and to temporarily allocate the user SA to that Profile (do not allocate any other users to the SA1 Profile).
2. Log on as SA (allocated to Profile SA1) and go to General / Maintenance / Additional Fields.
3. The Profile Access screen will now be visible on the right:
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4. Select the appropriate Additional Field by selecting on Learner, Parent, Family, or Staff options and clicking on the Additional Field from the list.  In the Profile Access box, for each Profile listed, tick View or View and Update for the particular Additional Field selected.  Click Save.
5. Continue as in point 4 for all Additional Fields.

6. A user allocated to an amended Profile will now have access to Additional Fields as per the Profile Access box.
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USER Security 





TIP: Procedures to recover the SA password are awkward, so do not forget this password. At EduAccess we do recommend some standard passwords for the SA login name. 


Using the suggested password does facilitate our ability to provide telephonic support.





Tick these ‘Acc’ boxes to allow Access rights. (This enables the menus thereby allowing the screen to be opened).





Tick these ‘Update’ boxes to allow updating of information





Tick these ‘Super’ boxes to allow extra rights





TIP: If a user has no access to Maintenance, then you can hide all disabled options by going to General / Maintenance / Control Codes and ticking the Hide disabled options checkbox.





TIP: Close PencilBox and login again for the changes to user rights to take effect.





IMPORTANT: Do not tick Use Marks Security for the SA login name.


If using a SQL database, it is important not to tick Use Enhanced Security for the SA login name, as this would compromise the administrator’s access to the database.





TIP: This link between usernames and staff details is essential for using Marks Security described in the Marks Security mini-manual.





TIP: User Profiles should only be activated if required. 


Profiles are required for Enabling restricted user access to:


Additional Fields


Allocation of Code of Conduct codes


Data for specific years throughout many aspects of PencilBox


Data for specific campuses throughout many aspects of PencilBox





IMPORTANT: If no years are ticked when creating a profile, all users later allocated to that profile won’t see any data within PencilBox at all.


Also remember that the profile will need to be updated when new years are created and roll-over procedures are implemented at a later stage.





TIP: It is best not to allocate the SA login name to any profile, as this could restrict some functionality for the Administrator login.





TIP: Once Profiles have been enabled, if the View and Access rights of Additional Fields are not amended, no Additional Fields will be visible at all to users allocated to those Profiles.


Users will claim that their data has been lost, meanwhile it’s simply not visible.
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